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SD{
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czOQS {|S3b[_{QeanQ[_]\[\cuk^a$csOQS{|SD{|hib¡cs[\^BZ­yQqs^anQ]_SR ^aqdeb]_eBjzj^a
SDohiecs[\^BZief]ﬂcsOQS^Bqz[_S3j+[_Zib^BR)yiefqefnQ]_S)[¬csO ^ahQqj3r¢ 1Q^BqS§QeaRMyi]\SBczOQS3kLea]\]_^ csOQSOQ^BRM^BR)^aqsyQOQ[gjlR
yiqz^By!S3qlcuk











-;|S3b¡cs[\^BZ©	^|bhijzS3jY^aZ b^BZBSqs`aS3ZBcYjlhQnQczSqsR czOiS^aqs[_S3j+efZi{©`a[_aSDjd^BhQq+R)ea[\Z {|S3b[_{iefnQ[_]\[\cuk
qsS3jzhQ]\csj35;mSDb¡cs[\^BZ  b^BZib]_hi{|SDjeaZi{ {|[gjzbhijsjlSDjczOiS©y>^Bjsjl[_nQ]_SàhijzS©^f%^BhQqqsS3jzhQ]\csj^Bqeah|cz^BReczSD{
eaZief]_k|jl[gjw^fﬂjlSDbhQqs[¬cukyQqz^acz^|b^B]_j3|N'OQS%Ref[_ZcsS3bOQZi[_b3ef]{|Scsea[\]gjefyQy>S3eaq'[\ZczOiSefyQy>SZi{Q[¬§



































L,M,N, T, U, V ::=
czS3qzRj
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φ `M1 · · · φ `Mk
f ∈ Σ
φ ` f(M1, . . . ,Mk)
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νn˜σ
! ﬁ . ! ﬂ!0	
νn˜σ `M
  	  ﬀ	 	  
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£S3{Qhib¡cs[\^BZ {Q^SDj­ZQ^ac©ef]_we5k|jAjlh >bS,^aq­S§myiqzSDjzjz[\Zi` csOQS mZQ^]_S3{|`BS ^a)eaZ eclceabBSqD'eBj­{|[gju¥
bhijsjlSD{ [\Z9csOQS©[_Zczqs^|{|hib¡cs[\^BZI 1Q^aq	S§QefR)yQ]_Sawb^BZijl[g{|S3q
φ1 
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ϕ 






(M =E N)ϕ 

  	#ﬀ	 	  
ϕ = νn˜.σ 












(dec(x1, x2) =E1 0)φ1
nQh|cZQ^ac
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eaZi{ jlcsefcz[gb©SDoBhi[\ef]_SZ!bSa'djS3[g{|S3ZibSBw]_ScAhijb^BZijl[g{|S3qcsOQS {QS3b[g{QeanQ]\S S3ohiefcz[_^aZiea]csOQS^Bqzk
E2
{QS0/iZQSD{nk 1
x · (y · z) = (x · y) · z
[x1, y1] · [x2, y2] = [x1 · x2, y1 · y2]
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E2   `E2 







s1 · · · sk ∈ {1..n}∗
jzhibOAczO!ec1





σ = {[ui, vi]/xi}
N'OQSZàwS)befZ©aSqs[\k	csOiec
csOQSqsSàS§m[gjlcsjeªjz^a]_h|cs[\^BZ cz^ csOQSàpwvp[\&efZ!{ ^aZQ]_k [\+czOQS3qzS©S§|[_jlcsj	e,]\SclcsSq
a ∈ A
jzhibO csOiec








dec(enc(x, y), y) = x
E¢ % SOie5aS'ZQ^acjlczhi{|[_S3{)O!ecOieayQy>SZij[¬csOQ^ah|c
csOQ[gjS3ohiefcz[_^aZIQjz[\Z!bS+[¬c[gjjz^)b^aR)R)^aZ[\Z­eayQyQ]_[_b3ecz[_^aZ!jÝ¦
























!  !	 !
Σ′ 	= Σ ] {0, 1, enc, dec}
	 





νn˜{M1/x1 , . . . ,
Ml/xl}
!  ﬁ. ! 	 
M
!   !0/.  3!	
φ `E M
  	 ﬀ	 	  
νn˜{M1/x1 , . . . ,
Ml/xl ,
enc(0,M)/xl+1} 6≈sE′ νn˜{
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≈s
   	!0 	 !  )	 !
`
 
 !0 	 ! 
% Sàb^BZijz[_{|S3q)czOQSA^B]\]_^[_ZQ` b^aZ!jucsqzhibcz[_^aZ%1VY[_aS3Z cuw^ {|ScsSqsR)[\ZQ[gjlcz[gb­NhQqs[_ZQ`,R)eBbOQ[_ZQS3j
M1 =
(Q,A, q0, Qf , δ1)
efZ!{
M2 = (Q,A, q0, Qf , δ2)
[\czOªcsOQS­jzeaR)S	b^BZczqs^a]'juceczSDj$OQS3qzS
δ1, δ2 :
Q× A → Q× A × {L,R}
iSb^aZijlczqshib¡ccsOQSReabOi[\ZQS
M(M1,M2) = (Q,A, q0, Qf , δ)
OQS3qzS
δ : {1, 2} ×Q×A→ Q×A× {L,R}
jlh!bO	csOiec
δ(1, q, a) = δ1(q, a)
efZi{
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N'OiS©{|S0/!ZQ[¬cs[\^BZ9^fjzhQn|czS3qzR czOiS^aqs[_S3j[gjea]\R)^BjlceabhQ^ahij^aZ [\csj^ZrBSZ9S3ohiea]\[\cuk Re5k n!S
hiZi{|S3b[_{iefnQ]_S^BqwjzhQn|csSqsR czOQS3^aqs[\SDjmZmk)S3ohiefcz[_^aZiea]icsOQS^Bqzk{|S6/iZQS3{nmk)e /iZQ[\czS%jzSc^aS3ohiefcz[_^aZij
[\czOAefqs[gefnQ]_S3j
M = M ′
b3efZn!S%S3Zib^|{|SD{eBj'ejlhQnQczSqsR csOQS^BqzkB|[¬csO	csOQS+cuw^MSDohiecs[\^BZij1
Whichever(M,M ′) = M Whichever(M,M ′) = M ′
^BqSDeabO^Bqz[_`a[_Zief]iS3ohiecs[\^BZ
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  $ #  
*I  ﬁ ¯ 
R)y>^aqzcseaZBc{QS3jlczqshib¡cs^aqz¥èb^aZijlczqshib¡cs^aqﬂqshQ]\SDj;]_[\BS'czOQ^jlS^Bqryiea[\qs[\Zi`iSZ!bqskyQcz[_^aZIefZi{)jz[\`BZiecshQqzSRe5k
n>S%S§|yQqsS3jsjzS3{[_Z­jlhin|czS3qzR csOQS^Bqz[_S3j%¢cukmyQ[_b3ef]_]\k	b^aZmBSqs`aSZcw^aZQSDjs¦1
fst(< x, y >) = x dec(enc(x, y), y) = x
snd(< x, y >) = y check(x, sign(x, sk(y)), pk(y)) = ok
{i{|[¬cs[\^BZief]S§QefR)yQ]_S3jdRe5kn>S^ahiZi{­[_Z­yQqzS3m[\^Bhijw^aqs©¢SB `!\ 7_a( :¦Ev^BZBSqs`aS3ZBcjzhQn|csSqsR csOQS¥
^Bqz[_S3j'ea]_jz^)SZieanQ]\S+hijwcs^beay|czhQqsS%jl^ByQOQ[gjucs[_b3ecsS3{	nQh|cdjzSZijz[\ni]\S+yQqs^ay>Sqzcz[_S3j3Qeaj'[_Z%1
E4 = {I(I(x)) = x, I(x) × x = 1, x× I(x) = 1}
E5 = {h(h(x)) = x}
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φ = νn˜{M1/x1, · · · ,Mk/xk}
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
  0ﬀ ! 2!/
1 ≤ i ≤ k 





M1, . . . ,Mk ∈ sat(φ)
	 











M1, . . . ,Mk ∈ sat(φ)
	 
f(M1, . . . ,Mk) ∈ st(φ) 
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 φ = νn˜σ

   ﬂ! 0!
sat(φ)
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M ∈ sat(φ) 

ﬂ!0 !!ﬀ  '  !/.
ζM
   3
fn(ζM ) ∩ n˜ = ∅ 




  ﬂ! /!/.
ζM
  		 !  qsS3b[_y>S ﬀ 
M
	   3ﬀ!0	

.ﬁ	 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	 ! /!/.0 !0 
























































































ﬀ ﬂ! ﬁﬀ+ﬀ 

	 .ﬁﬀ  
	  $	 
/! 0! ﬀ  !ﬃ0 ﬂ 	 





























! ﬁ . !  3! !0
Eq(φ)
  ﬂ! ! ﬀ  !ﬃ0 ﬂ 	 
.!
C1[ζM1 , . . . , ζMk ] = C2[ζM ′1 , . . . , ζM ′l ]
  ﬂ
(C1[ζM1 , . . . , ζMk ] =E C2[ζM ′1 , . . . , ζM ′l ])φ 
 |C1|, |C2| ≤ cE 


































!/ ﬀ	ﬂ ! 
C1[x1, . . . , xk] 
 C2[x1, . . . , xl]
    3






i ∈ sat(φ) 

 
C1[M1, . . . ,Mk] == C2[M
′
1, . . . ,M
′
l ]  
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fn(C1) ∩ n˜ = ∅ 

0ﬀ ! !0/
Mi ∈ sat(φ) 

0ﬀ ! !/ /!/.
T
  ﬂ
C1[M1, . . . ,Mk] →E T 





fn(C2) ∩ n˜ = ∅ 

	  /!/.0
M ′i ∈ sat(φ) 

   3
T == C2[M
′
1, . . . ,M
′
l ]
	  0ﬀ ! !/
 . !
φ′ |= Eq(φ)
   ﬂ
φ′ = νn˜′σ′
	 
(fn(C1)∪ fn(C2))∩ n˜′ = ∅ 
 (C1[ζM1 , . . . , ζMk ] =E
C2[ζM ′
1
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 M
!  /!/. 	
M ↓

 	 ﬀ/.  	 0ﬀ/. 
φ ` M
 #	  ﬀ	 	   3!ﬁ! !ﬀ  
C[x1, . . . , xk] 
 M1, . . . ,Mk ∈ sat(φ)
    3
fn(C) ∩ n˜ = ∅
	 
M ↓== C[M1, . . . ,Mk]

 ﬁﬀ+ﬀ ﬁè
M ↓== C[M1, . . . ,Mk]
[¬csO
fn(C) ∩ n˜ = ∅
$csOQSZ




















(ζσ) ↓== C[M1, . . . ,Mk]
^aqMjl^BR)S
























C[x1, . . . , xk],M1, . . . ,Mk ∈ sat(φ)
jzhibO%czO!ec
fn(C) ∩ n˜ = ∅
eaZi{
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 
φ ≈s φ
′   	  ﬀ	 	   φ |= Eq(φ′)
	 
φ′ |= Eq(φ).

































fn(CM ) ∩ n˜ = ∅
eaZi{
T == CM [M1, . . . ,Mk]
efZi{
Mσ′ =E CM [ζM1 , . . . , ζMk ]σ
′.
;|[\ZibS
T == (Nσ) ↓
|wS%^an|cef[_Z­jl[_R)[\]gefqs]\kczOiefcczOQS3qzS%S§m[gjlc







fn(CN ) ∩ n˜ = ∅
eaZi{
T == CN [M
′




Nσ′ =E CN [ζM ′
1
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 à^aqsS^aS3q3mjz[\ZibS
CM [M1, . . . ,Mk] == CN [M
′




CM [ζM1 , . . . , ζMk ]σ
′ =E CN [ζM ′
1
















































(C1[ζM1 , . . . , ζMk ] =E C2[ζM ′1 , . . . , ζM ′l ])φ
efZ!{








C1[ζM1 , . . . , ζMk ]φ
O!eajre%y>^a]_kmZQ^aR)[gef]V£¥èjz[_¨SaBN'OQSdSDoBh!ef]_[¬cuk ^fEcu^czSqsRjrqsSyQqsS3jzSZcsS3{Mnmk V+jbeaZn!SdbOiS3baSD{


















b^a]gjEefqs[_^ahij+jzS3bhiqz[\cukAyQqz^By!S3qlcs[\SDj+efqsSM{|SDb[g{Qefni]\S)hQZi{QSq%jly>S3b[ />b SDohiecs[\^BZief]$czOiS^aqs[_S3j)¢SB `!\ 7  :¦¡
pﬂS3qzOieayij£^ahQqYqzSDjlhi]¬cj£b3efZ©jzSqsaSMeajdczOQS)jucefqzcz[_ZQ`y>^a[_Zc£^BqYe	`aS3ZQSqef]_[_¨3ecs[\^BZcz^AenQqs^BeB{­b]geajsjd^a
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ﬂ! ﬂ! . ! /3!
 ﬁﬀ+ﬀ ﬁdN'OiS£Oiea]¬cs[\Zi` yQqs^ani]\S3R ^feM{|ScsSqsR)[\ZQ[gjlcz[gb£NhQqs[\ZQ`MReabOQ[_ZQS+beaZn>S£qsS3{|h!bS3{cz^ czOQ[gj'yQqs^an|¥
]_SRAQVY[_aSZ	efZmk{|ScsSqsRM[_ZQ[gjucs[_b£Nhiqz[_ZQ`&ReBbOQ[\ZiS
M = (Q,A, q0, Qf , δ)
BwSYb^aZijlczqshibcczOiSY{|SczS3ql¥
R)[_ZQ[gjucs[_bNhQqs[\Zi`R)eBbOQ[_ZQS
T (M) = (Q,A ] {co}, q0, Qf , δ′)
!OiSqsS%S%R)^|{|[\kcsOQS%czqefZ!jl[\cz[_^aZij
^Bq'czOQS /!Zief]IjlcsefczS3j1 {
δ′(q, a) = δ(q, a) ∀a ∈ A, q /∈ Qf
δ′(q, a) = (q, c0, L) ∀a ∈ A, q ∈ Qf .
N'OiSZ
M(M, T (M)), w
s1→
eaZi{
M(M, T (M)), w
s2→
O!e5aS)czOiS	jsefR)S)cseay!S^aq&eaZk,jzS3ohQSZ!bS3j































































[(q, a→ q1, a1, D1), (q, a→ q2, a2, D2)]
qzS3yQqzSDjlS3Zcsjre b^ahiyQ]\S
^aqshQ]_S3j'^f$cuw^)NhQqs[\Zi`MReBbOQ[\ZiSaQN'OQS3ZcsOQS+czS3qzR
Apply(i, [(q, a→ q1, a1, D1), (q, a→ q2, a2, D2)], h(w1, q, w2, s
n(0))),
OiSqsS
















ν(A ∪Q)[h(#, q0,#, 0)/x0] ∪
⋃
a∈A,q∈Q
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 (
Apply(1, [(xq, x1 → xq′ , x2, R), y], h(z1, xq, x1 · z2, x
′)) = h(z1 · x2, xq′ , z2, s(x
′))
Apply(1, [(xq , x1 → xq′ , x2, R), y], h(z1, xq, x1, x
′)) = h(z1 · x2, xq′ , #, s(x
′))
Apply(1, [(xq, x1 → xq′ , x2, L), y], h(z1 · x3, xq, x1 · z2, x
′)) = h(z1, xq′ , x3 · (x2 · z2), s(x
′))
Apply(2, [y, (xq, x1 → xq′ , x2, R)], h(z1, xq, x1 · z2, x
′)) = h(z1 · x2, xq′ , z2, s(x
′))
Apply(2, [y, (xq, x1 → xq′ , x2, R)], h(z1, xq, x1, x
′)) = h(z1 · x2, xq′ , #, s(x
′))
Apply(2, [y, (xq, x1 → xq′ , x2, L)], h(z1 · x3, xq, x1 · z2, x




























































































 ﬂ!! ﬀ  yiecsOij ﬀ    !0/.
M 

 !0	ﬀ ! 
P(M)





   	  . ! ﬀ  	 !

 P(f(M1, . . . ,Mn)) = ∪
⋃n
i=1 i · P(Mi)







 !0	ﬀ !  
M |p 

 ! $	! 
 M | = M
	 




















ﬀ ! !/ ﬀ	 /!  
C1[x1, . . . , xk] 
 C2[x1, . . . , xl]
 ﬂ





i ∈ sat(φ) 

 
C1[M1, . . . ,Mk] == C2[M
′
1, . . . ,M
′
l ]  





















|C1|, |C2| ≤ cE(E)
|csOQSZcsOQS%S3ohiea]\[\cuk
































1 ≤ i ≤ r










(C1i [ζM1 , . . . , ζMk ] =E C
2
i [ζM ′1 , . . . , ζM ′l ])φ
′
czOmhij
















f(C11 [M1, . . . ,Mk], . . . , C
r
1 [M1, . . . ,Mk]) == M
61Q^BqISBSqsk
1 ≤ i ≤ r
]_Sc
Ni  	= C
1
































M == f(N1, . . . , Nr)
iS+`aSc
ζMσ



















!  . ! 

ﬀ ! 2!/ ﬀ	ﬂ ! 
C1
   
fn(C1) ∩ n˜ = ∅ 

0ﬀ ! !0/
Mi ∈ sat(φ) 

0ﬀ ! 2!/ /!/.
T
    3
C1[M1, . . . ,Mk] →E T 

ﬂ!0 ! !ﬀ   
ﬀ	ﬂ !ﬀ 
C2
   
fn(C2) ∩ n˜ = ∅ 

	 !/. 
M ′i ∈ sat(φ) 

    3
T == C2[M
′
1, . . . ,M
′
l ]
	  0ﬀ! 2!/ ﬁ . !
φ′ |= Eq(φ)
   3
φ′ = νn˜′σ′
	
(fn(C1) ∪ fn(C2)) ∩ n˜′ = ∅ 












M ′i ∈ sat(φ)
ﬂZ eB{Q{|[\cz[_^aZI$csOQS	SDohief]_[¬cuk





(ζMi =E ζM ′i )φ
′
 % SOie5BS
T == C1[M1, . . . ,M
′
i , . . . ,Mk]
efZi{
(C1[ζM1 , . . . , ζMk ] =E
C1[ζM ′
1
, . . . , ζM ′
i








C1[M1, . . . ,Mk] == C3[C4[M1, . . . ,Mk],M1, . . . ,Mk]
eaZi{






C0[x1, . . . , xn] → C ′0[x1, . . . , xn]
^Bq




C ′0[x1, . . . , xn]
[gje)jlhin|czS3qzR ^f









1 [M1, . . . ,Mk], . . . , C
0













































S[\czOQS3qdcsOQ[_jYefqs[gefnQ]_S&[gj  ! ! 0ﬀ ! ﬃ ﬂ	 
  	  !0 ﬀ. !
yj
1>czOQS3qzS S§|[_jlcsj+eyiecsO
p = p1 · p2
jlhibO csOiec







M ′′i == C
0
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1 [M1, . . . , Mk], . . . , C
0
n[M1, . . . , Mk], M
′





































1 [M1, . . . ,Mk], . . . , C
0
r [M1, . . . ,Mk],M
′′
r+1, . . . ,M
′′

















1 [M1, . . . ,Mk], . . . , C
0
r [M1, . . . ,Mk],M
′′
r+1, . . . ,M
′′




C0θ → C ′0θ
eaZi{,jl[_ZibS)czOQSeaqz[gefnQ]_S3j
x1, . . . , xr
efqsS)hQZib^aZ|¥
jucsqsea[\ZQSD{|wS+ea]_jz^MOie5aS
C ′′0 [a1, . . . , ar,M
′′
r+1, . . . ,M
′′
n ,M1, . . . ,Mk] →
C ′′′0 [a1, . . . , ar,M
′′
r+1, . . . ,M
′′





(C ′′0 [a1, . . . , ar, ζM ′′r+1 , . . . , ζM ′′n , ζM1 , . . . , ζMk ] =E




(C ′′0 [a1, . . . , ar, ζM ′′r+1 , . . . , ζM ′′n , ζM1 , . . . , ζMk ] =E














1 [ζM1 , . . . , ζMk ], . . . , C
0
r [ζM1 , . . . , ζMk ], ζM ′′r+1 , . . . , ζM ′′n , ζM1 , . . . , ζMk ] =E
C ′′′0 [C
0
1 [ζM1 , . . . , ζMk ], . . . , C
0








1 [M1, . . . ,Mk], . . . , C
0
r [M1, . . . ,Mk],
M ′′r+1, . . . ,M
′′
n ,M1, . . . ,Mk],M1, . . . ,Mk],
S%{|SD{|hibSBiefyiyQ]\km[_ZQ`)]\S3R)R)e%efZ!{	SDohiecs[\^BZLBmczOiefc1




1 [ζM1 , . . . , ζMk ], . . . , C
0
r [ζM1 , . . . , ζMk ],
ζM ′′
r+1
, . . . , ζM ′′
n







1 [M1, . . . ,Mk], . . . , C
0
r [M1, . . . ,Mk],
M ′′r+1, . . . ,M
′′











x1, . . . , xr
efqsS
hQZib^BZijlczqef[_ZQS3{|wS%ef]gjl^MOie5BS
C ′′0 [a1, . . . , ar,M
′′
r+1, . . . ,M
′′
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 l : V → Σ
ﬁ	   !		 




ﬂ! 0!&ﬀ  ! ! 	
v0 ∈ V
 3!Yqs^m^fc ﬀ   3!




!  +. !
 3 0ﬀ ! 2!/
v ∈ V 

0ﬀ ! 2!/ 
	 /!6 !0
i
   3
0 ≤ i ≤ arity(l(v)) 

 3!ﬁ! !ﬀ  '   	ﬂﬃ ﬂ!
v′
 



















  ! $	 !   3! 	ﬂ +. !0 ﬀ  2!.'! 
 3! /!/. qzS3yQqsS3jzSZczSD{     04
(V, l, E, v0) 

!	 ﬀ !
t(V, l, E, v0)
  ﬁ!0  !	 ! $	! 





   04 ﬁ!  ﬁ!!0	 /.ﬀ	
(V, l, E, v0)
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0 ≤ i ≤
arity(l(v1))
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R = (V, l, E, v0)
n>SLe V qzS3yQqzSDjlS3Zcsecs[\^BZI(1i^aqS3aS3qzk qzS3qz[\cz[_ZQ` qshQ]\S
^a+czOQS­^BqzR
C[x1, . . . , xn] → C ′[x1, . . . , xn]
^aq
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